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Description

This function retrieves the server's ModSecurity™ configuration settings. The system
stores these settings in the / usr/ | ocal / apache/ conf/ modsec?2. conf file.

Important:

In cPanel & WHM version 76 and later, when you disable the WebSer ver r
ole, the system disables this function. For more information, read our How
to Use Server Profiles documentation.

Examples
~ JSONAPI
htt ps://host name. exam
pl e. com 2087/ cpsess##
#H###H###H] | son- api / mod
sec_get settings?api
versi on=1

htt ps://host nane. exam
pl e. com 2087/ cpsess##
#H##H##H) xm - api / nods
ec_get _settings?api.v
ersion=1
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~ Command Line

.............................................................

whmapi 1
nmodsec_get _settings

Notes:

® Unless otherwise noted, you must

URI-encode values.

® For more information and additional
output options, read our Guide to
WHM API 1 documentation or run
the whmapi 1 - - hel p command.

® |f you run CloudLinux™, you must
use the full path of the whmapi 1 co

mmand:

/usr/loca
/ cpanel / bi
n/ whmapi 1

.............................................................

"met adat a": {

"comuand": " npdsec_get
_settings",
"reason":" K",
"result": 1,
"version":1
3
"data": {
"settings":[

{
"type":"radio",

"directive":"SecAudit
Engi ne",

"description":"This
setting controls the
behavi or of the audit
engi ne. ",

"engi ne": 1,

"default":"OFf",

"url":"https://github
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"setting_id":O0,
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Level ",
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{
"name":"Log al
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"option":"On"
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BackendConpr essi on</ d
irective>

<descri pti on>

Di sabl es backend
conpressi on while
| eaving the frontend
compr essi on enabl ed.

</ descri ption>

<def aul t >OF f </ def aul t
>

<m ssi ng>1</ m ssi ng>

<nane>Backend
Conpr essi on</ nane>
<url >

https://github. com Sp
i der Labs/ MbdSecurity/
wi ki / Ref erence- Manual
#secdi sabl ebackendcom
pressi on

<lurl>

<setting id>3</settin
g_id>

<r adi o_opti ons>


https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+get_featurelists
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+get_users_features_settings
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+get_users_features_settings
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+get_users_features_settings
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+getfeaturelist
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+getfeaturelist
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+getpkginfo
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+killpkg
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+listpkgs
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+manage_features
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+manage_features
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+matchpkgs
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https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+php_get_impacted_domains
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https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+php_get_impacted_domains
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https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+php_get_installed_versions
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+php_get_installed_versions
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+php_get_old_fpm_flag
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+php_get_old_fpm_flag
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+php_get_system_default_version
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+php_get_system_default_version
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+php_get_system_default_version
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+php_get_vhosts_by_version
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+php_get_vhosts_by_version
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+php_get_vhosts_by_version
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+php_get_vhost_versions
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php_ini_get
_directives

php_ini_set
_content

php_ini_set
_directives

php_set_def
ault_accoun
ts_to_fpm

php_set_ha
ndler

php_set_old
_fpm_flag
php_set_ses
sion_save_p
ath
php_set_sys
tem_default
_version

php_set_vh
ost_versions

~ Resellers
acctcounts

get_public_c
ontact

getresellerip
s

listacls
listresellers
resellerstats
saveacllist

set_public_c
ontact

setacls

setresellerip
S

setresellerli
mits

setresellerm
ainip

setresellern
ameservers

setresellerp
ackagelimit

setupreselle
r

suspendres
eller

terminateres
eller

unsetuprese

<opti on>On</ opti on>
<nane>Di sabl ed</ nane>
</radi o_options>
<radi o_opti ons>
<nane>Enabl ed</ nanme>
<opti on>Of f </ opti on>

</radi o_options>
</settings>
<settings>

<name>Ceol ocati on
Dat abase</ nane>

<setting_id>4</settin
g_id>
<url >

https://github.com Sp
i der Labs/ MbdSecurity/
wi ki / Ref er ence- Manual
#secgeol ookupdb
</url>

<type>t ext</type>
<state/>

<val i dat i on>pat h</ val
i dation>

<di recti ve>SecGeolLook
upDb</directive>

<descri pti on>Speci fy
a path for the

geol ocation

dat abase. </ descriptio
n>

<m ssi ng>1</ m ssi ng>
</settings>
<settings>

<setting id>5</settin

g_id>
<url >

https://github.com Sp


https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+php_ini_get_directives
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ller

unsuspendr
eseller

w RPM

delete_rpm_
version

edit_rpm_ve
rsion

get_rpm_ver
sion_data

install_rpm_
plugin

list_rpms

package_m
anager_fixc
ache

package_m
anager_get_
build_log

package_m
anager_get_
package_inf
o}

package_m
anager_is_p
erforming_a
ctions

package_m
anager_list_
packages
package_m
anager_reso
Ive_actions

package_m
anager_sub
mit_actions

package_m
anager_upgr
ade

uninstall_rp
m_plugin

= Script Hooks
delete_hook

edit_hook
list_hooks

reorder_hoo
ks

= Security
accesshash

authorizessh
key

check_remo
te_ssh_conn
ection

i der Labs/ MbdSecurity/

wi ki / Ref er ence- Manual

#secgsbl ookupdb
<furl>

<name>Coogl e Safe

Br owsi ng

Dat abase</ nane>

<di recti ve>SecGsbLook
upbDb</directive>

<m ssi ng>1</ m ssi ng>
<descri pti on>
Specify a path for
the CGoogl e Safe

Br owsi ng Dat abase.

</ descri ption>
<state/>

<type>text</type>
<val i dat i on>pat h</ val
i dation>
</settings>
<settings>
<state/>
<type>t ext </type>
<val i dati on>

<arg>[|]</arg>

<nane>st art sWt h</ nam
e>

</validation>

<val i dat i on>pat h</ val
i dati on>

<di recti ve>SecGuardi a
nLog</directive>

<m ssi ng>1</ m ssi ng>
<descri pti on>

Speci fy an external


https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+unsetupreseller
https://documentation.cpanel.net/display/DD/WHM+API+1+Functions+-+unsuspendreseller
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convertopen
sshtoputty

deletesshke
y

fetch_securi
ty_advice

generatessh
keypair

importsshke
y

listsshkeys

w Server

Administration
add_configcl
usterserver

configureba
ckgroundpro
cesskiller

configureser
vice

COrs_proxy_
get

create_user
_session

delete_confi
gclusterserv
er

enable_mon
itor_all_ena
bled_service
s

get_all_cont
act_importa
nces

get_appconf
ig_applicatio
n_list

get_applicati
on_contact_
event_impor
tance

get_applicati
on_contact_
importance

get_availabl
e_profiles

get_current_
profile

get_passwor
d_strength

get_remote_
access_has
h

get_service_
config

programto pipe
transaction | og
information to for
addi ti onal anal ysis.
The syntax is

anal ogous to the
.forward file, in
whi ch a pipe at the
begi nni ng of the
field indicates

pi ping to an external
program

</ description>
<url >

https://github.com Sp
i der Labs/ MbdSecurity/
wi ki / Ref er ence- Manua
#secguar di anl og
<furl>

<setting id>6</settin
g_id>

<nane>Cuar di an

Log</ nane>
</settings>
<settings>

<setting id>7</settin
g_id>
<url >

https://github.com Sp
i der Labs/ MbdSecurity/
wi ki / Ref er ence- Manua
#sechtt pbl key

<furl>

<nane>Pr oj ect Honey
Pot Http: BL API
Key</ nanme>

<m ssi ng>1</ m ssi ng>
<descri pti on>

Speci fy a Project
Honey Pot APl Key for

use with the @bl
oper at or.
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<directive>SecHtt pBl K
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ccessKey</validation>
<state/>
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</settings>

<settings>

<nane>
Per |

Conpati bl e Regul ar
Expressions Library

Match Linit

</ name>

<setting_id>8</settin
g_id>
<url >

https://github.com Sp
i der Labs/ MbdSecurity/
wi ki / Ref er ence- Manual
#secpcrematchlimt
</url>

<t ype>nunber </ type>
<state/>

<val i dati on>posi tivel
nt eger </ val i dati on>

<di recti ve>SecPcr eMat
chLimt</directive>

<descri pti on>

Define the match
limt of the Per
Conpati bl e Regul ar
Expressions library.

</ description>

<m ssi ng>1</ m ssi ng>
<def aul t >1500</ def au
t>

</settings>
<settings>
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<name>
Per |
Conpati bl e Regul ar
Expressions Library
Mat ch Limt Recursion
</ nane>

<setting id>9</settin
g_id>
<url >

https://github.com Sp
i der Labs/ MbdSecurity/
wi ki / Ref er ence- Manua
#secpcrematchlimtrec
ur sion

<furl>

<di recti ve>SecPcr eMVat
chLi m t Recursi on</dir
ective>

<descri pti on>
Define the match
limt recursion of
the Perl Conpatible
Regul ar Expr essi ons
l'ibrary.

</ descri ption>

<def aul t >1500</ def au
t>

<m ssi ng>1</ m ssi ng>

<t ype>nunber </ type>
<state/>

<val i dati on>posi tivel
nt eger </ val i dati on>
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< i >
fetchcrtinfo / settings

§ </ dat a>
fetchsslinfo </resul t>
generatess!
get_autossl S ——
_check_sch
edule
get_autossl
_log
Note:
get_autossl Use WHM's API Shell interface (WHM
a'ogs—cata'o >> Home >> Development >> AP
Shell) to directly test WHM API calls.
get_autossl
_metadata
get_autossl
_pending_qg
ueue
get_autossl| Parameters
_pending_q
ueue_for_do  This function does not accept parameters.
main
get_autossl
_pending 4 Ratyrns
ueue_for_us
er
Return Type Description Possible Example
get_autossl values
_problems_f
or_domain settings array of hashes A array of Each hash
ModSecurity includes the se
get_autossl global tting_id, nam
_problems_f configuration e, defaul t, de
or_user setting hashes.  scri ption, en
gine,directi
get_autossl ve, type, st at
_providers e,and ur | retur
ns and the r ad
get_best_ssl io_optionsa
domain_for_ ndval i dati o
service n arrays.
install_servi settin integer The setting ID. A positive 0
ce_ssl_certif g_id The functi integer.
icate e unctl_on
returns this
installssl vglue in the set
tings array.
listerts name string The setting's A valid string. Audi t
rebuildinstall name. I oggi ng
I evel
edssldb The function
. returns this
rebuildusers value in the set
sldb tings array.
reset_autos defaul  string The setting's A positive 1500
sl_provider t default value. integer.
reset_servic The function
e_ssl_certifi returns this
cate value in the set
tings array.
set_autossl_
metadata
set_autossl_
metadata_k

ey
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= Transfers

descri
ption

engi ne

direct
ive

type

state

url

string

Boolean

string

string

string

string

The setting's
description.

The function
returns this
value in the set
tings array.

Whether the
setting is an
engine directive.

The function
returns this
value in the set
tings array.

The setting's
Apache
configuration
directive.

The function
returns this
value in the set
tings array.

The form
element that the
WHM interface
uses to display
this setting.

The function
returns this
value in the set
tings array.

The setting's
current state.

The function
returns this
value in the set
tings array.

The URL of the
setting's entry in
the ModSecurity
reference
manual.

The function
returns this
value in the set
tings array.

A valid string.

o 1 —
Engine
directive.

* 00—
Normal
directive.

A valid directive
name.

® text —
WHM
users
modify this
setting via
a text box.

® radio—
WHM
users
modify this
setting via
aradio
button.

® nunber —
WHM
users
modify this
setting via
a text box
that only
allows
numeric
values.

A valid option
name.

A valid URL.

~ Click to

view...
This
setting
al | ows
you to
define
the
mat ch
limt of
the PCRE
library.

SecPcr eMat ch
Li m t Recursi
on

t ext

On

~ Click to

view...
https://
github.c
o Spi de
rLabs/ Mo
dSecurit
y/wi ki/R
ef erence
- Manual #
secpcrem
atchlim
t
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set_tier startsWth Instructs the client A string that ;

to verify that the represents a : { r
update_upd user's input begins  regular expression H H
ateconf with the pattern that = to apply against the : :
. the argument user input. (O i
version specifies.
Note:
This
example
is
JSON-e
ncoded,
to
illustrate
the
validator
's
structur
e.
honeypot Access  Instructs the client  (none) honeypot Access
Key to verify that the Key
user's input fits the
constraints of an Ht
t p: BL API access
key.
positivel ntege Instructs the client  (none) posi tivel ntege
r to verify that the r

user's inputis a
positive integer.

Radio options
= Click to view...

The function only returns this data if the setting's value for the t ype parameter is
radi o. The function returns this information as a set of hashes within the r adi o
_options array.

Each hash contains the following returns:

Return Type Description Possible Example
values
option string The setting A valid string. On
name that the
WHM API uses

to select the
setting's state.

Not
e:
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name

string

The setting A valid string.

name to
display to the
user. The
user's locale m
ay translate
this value.

Log all
transaction
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